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Safety and regulatory information

= NOTE
The service procedures are designed to help you isolate problems. They are written with the
assumption that you have model-specific training on all computers, or that you are familiar with the
computers, functions, terminology, and service information provided in this manual.

Important Safety Instructions

Read all caution and safety statements in this document before performing any of
the instructions. See Intel Server Boards and Server Chassis Safety Information on
the Resource CD and/or at http:\\support.intel.com.

Wichtige Sicherheitshinweise

Lesen Sie zunéchst simtliche Warn- und Sicherheitshinweise in diesem Dokument,
bevor Sie eine der Anweisungen ausfiihren. Beachten Sie hierzu auch die
Sicherheitshinweise zu Intel-Serverplatinen und -Servergehdusen auf der
Ressourcen-CD oder unter http:\\support.intel.com.

EER2ES

EHRTEAESZ , SREAXEPNAEIRBIREZLFH, 30
Resource CD ( BIR¥ & ) #/3X http:\\support.intel.com E#Y Intel Server
Boards and Server Chassis Safety Information ( {Intel R 55288 R 5 RS RV
REER) )o

Consignes de sécurité

Lisez attention toutes les consignes de sécurité et les mises en garde indiquées dans
ce document avant de suivre toute instruction. Consultez Intel Server Boards and
Server Chassis Safety Information sur le CD Resource CD ou bien rendez-vous sur
le site http:\\support.intel.com.

Instrucciones de seguridad importantes

Lea todas las declaraciones de seguridad y precaucion de este documento antes de
realizar cualquiera de las instrucciones. Vea Intel Server Boards and Server Chassis
Safety Information en el CD Resource y/o en http:\\support.intel.com.




General Safety

Follow these rules to ensure general safety:

Observe good housekeeping in the area of the machines during and after maintenance.
Do not perform any action that causes hazards to the customer, or that makes the equipment unsafe.

Place removed covers and other parts in a safe place, away from all personnel, while you are servicing the
machine.

Keep your tool case away from walk areas so that other people will not trip over it.

Do not wear loose clothing that can be trapped in the moving parts of a machine. Ensure that your sleeves
are fastened or rolled up above your elbows. If your hair is long, fasten it.

Insert the ends of your necktie or scarf inside clothing or fasten it with a nonconductive clip,
approximately 8 centimeters (3 inches) from the end.

Do not wear jewelry, chains, metal-frame eyeglasses, or metal fasteners for your clothing. Remember:
Metal objects are good electrical conductors.

Wear safety glasses when you are: hammering, drilling soldering, cutting wire, attaching springs, using
solvents, or working in any other conditions that might be hazardous to your eyes.

After service, reinstall all safety shields, guards, labels, and ground wires. Replace any safety device that
is worn or defective.

Reinstall all covers correctly before returning the machine to the customer.

Electrical Safety
&% CAUTION:

vi

Electrical current from power, telephone, and communication cables can be hazardous. To
avoid personal injury or equipment damage, disconnect the server system power cords,
telecommunication systems, networks, and modems before you open the server covers.

Important: Observe the following rules when working on electrical equipment:

Disconnect all power before performing a mechanical inspection.

Before you start to work on the machine, unplug the power cord. or power-off the wall box that supplies
power to the machine and to lock the wall box in the off position.

Regularly inspect and maintain your electrical hand tools for safe operational condition.
Do not use worn or broken tools and testers.
Never assume that power has been disconnected from a circuit. First, check that it has been powered-off.

Always look carefully for possible hazards in your work area. Examples of these hazards are moist floors,
nongrounded power extension cables, power surges, and missing safety grounds.

Do not touch live electrical circuits with the reflective surface of an inspection mirror. The surface is
conductive; such touching can cause personal injury and machine damage.
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Handling electrostatic discharge-sensitive devices

vii

Any computer part containing transistors or integrated circuits (IC) should be considered sensitive to
electrostatic discharge (ESD). ESD damage can occur when there is a difference in charge between objects.
Protect against ESD damage by equalizing the charge so that the server, the part, the work mat, and the person
handling the part are all at the same charge.

= NOTE

Use product-specific ESD procedures when they exceed the requirements noted here.
Make sure that the ESD-protective devices you use have been certified (ISO 9000) as fully effective.

When handling ESD-sensitive parts:

*  Keep the parts in protective packages until they are inserted into the product.

e Avoid contact with other people.

e Wear a grounded wrist strap against your skin to eliminate static on your body.

e Prevent the part from touching your clothing. Most clothing is insulative and retains a charge even when
you are wearing a wrist strap.

»  Use the black side of a grounded work mat to provide a static-free work surface. The mat is especially
useful when handling ESD-sensitive devices.

*  Select a grounding system, such as those in the following list, to provide protection that meets the specific
service requirement.

— Attach the ESD ground clip to any frame ground, ground braid, or green-wire ground.

— Use an ESD common ground or reference point when working on a double-insulated or battery-
operated system. You can use coax or connector-outside shells on these systems.

— Use the round ground-prong of the AC plug on AC-operated computers.
= NOTE

The use of a grounding system is desirable but not required to protect against ESD damage.

&% CAUTION:

If your system has a module containing a lithium battery, replace it only with the same module
type made by the same manufacturer. The battery contains lithium and can explode if not
properly used, handled, or disposed of. Do not:

e Throw or immerse into water

e Heat to more than 100xC (212xF)

*  Repair or disassemble

* Dispose of the battery as required by local ordinances or regulations.

&% CAUTION:
When laser products (such as CD-ROMs, DVD-ROM drives, fiber optic devices, or

transmitters) are installed, note the following:
* Do not remove the covers. Removing the covers of the laser product could result in exposure to hazardous
laser radiation. There are no serviceable parts inside the device.
*  Use of controls or adjustments or performance of procedures other than those specified herein might
result in hazardous radiation exposure.



Danger: DANGER

following:

Danger: Some laser products contain an embedded Class 3A or Class 3B laser diode. Note the

Danger: Laser radiation when open. Do not stare into the beam, do not view directly with optical
instruments, and avoid direct exposure to the beam.

&% CAUTION:

Hazardous energy is present when the blade is connected to the power source. Always replace
the blade cover before installing the blade.

Regulatory specifications and disclaimers

Safety compliance

USA: UL 60950 - 3rd Edition/CSA 22.2. No. 60950

Canada: cUL certified - 3rd Edition/CSA 22.2. No. 60950- for Canada (product bears the single
cUL mark for U.S. and Canada)

Europe: Low Voltage Directive, 73/23/EEC
UL/CB to EN60950 3rd Edition

International: UL/CB to IEC 60950 3rd Edition

UL/CB - EN60 950 3rd Edition

UL/CB - EMKO-TSE (74-SEC) 207/94

Australia/New
Zealand:

CB Report to IEC 60950, 3rd Edition plus international deviations
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Electromagnetic compatibility (EMC)

USA: FCC CFR 47 Part 2 and 15, Verified Class A Limit
Canada: IC ICES-003 Class A Limit
Europe: EMC Directive, 89/336/EEC
EN55022, Class A Limit, Radiated & Conducted Emissions
EN55024 ITE Specific Immunity Standard
EN61000-4-2 ESD Immunity (Level 2 Contact Discharge, Level 3 Air Discharge)
EN61000-4-3 Radiated Immunity (Level 2)
EN61000-4-4 Electrical Fast Transient (Level 2)
EN61000-4-5 AC Surge
EN61000-4-6 Conducted RF
EN61000-4-8 Power Frequency Magnetic Fields
EN61000-4-11 Voltage Dips and Interrupts
Japan: VCCI Class A ITE (CISPR 22, Class A Limit)
Australia/New AS/NZS 3548, Class A Limit
Zealand:
Taiwan: BSMI Approval
Korea: RRL Approval
Russia: GOST Approval
International: CISPR 22, Class A Limit

Electromagnetic compatibility notice (USA)

Electromagnetic compatibility notices (International)

Europe (CE Declaration of Conformity): This product has been tested in accordance to, and complies with
the Low Voltage Directive (73/23/EEC) and EMC Directive (89/336/EEC). The product has been marked with

ix

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to
Part 15 of the FCC rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates, uses,
and can radiate radio frequency energy and, if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. Operation of this equipment in a residential
area is likely to cause harmful interference in which case the user will be required to correct the interference at
his own expense.

the CE Mark to illustrate its compliance.

Japan EMC Compatibility:




T OMER. HREEERSRENS D IANEES (VCC 1) ol
RIS Y A AMBEKERTT. CoSRERERATHATS BN

HEEI Mg T ENE0 T, COMECRENEENINNENT
SLIERINETEMBOEY,

English translation of the notice above: This is a Class A product based on the standard of the Voluntary
Control Council for Interference by Information Technology Equipment (VCCI). If this equipment is used in a
domestic environment, radio disturbance may arise. When such trouble occurs, the user may be required to
take corrective actions.

ICES-003 (Canada): Cet appareil numérique respecte les limites bruits radioélectriques applicables aux
appareils numériques de Classe A prescrites dans la norme sur le matériel brouilleur: "Appareils Numériques",
NBM-003 édictée par le Ministre Canadian des Communications.

English translation of the notice above: This digital apparatus does not exceed the Class A limits for radio
noise emissions from digital apparatus set out in the interference-causing equipment standard entitled "Digital
Apparatus”, ICES-003 of the Canadian Department of Communications.

BSMI (Taiwan): The BSMI Certification number and the following warning is located on the product safety
label which is located visibly on the external chassis.

LR
AT IERWE & RS EEEPER R
THEXAMBATR S ERART r #8456
AR F g A

RRL Korea:

. . o al .'»‘IIE Hﬂ-'ﬂl -Enm !““ ] FIJIUIELI
: % #RGN = TSNS IIHE Au|=a I -
BEAIZI HEMLICE :

o SWe ABECE AR ALERE = JOIEA
FNTUWAE BE BE TUAL ASE - LaUD,
o
AZ NPI': BFR BHSUINE SRO. o
Ba 7« FkE WmEAYNE uNT,
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xi

English translation of the previous notice:

Device

User’s Information

Class A device

This device complies with RRL EMC and is operated
in commercial environment so that distributors or
users pay attention to this point.

If the product is sold or purchased improperly, please
exchange this product to what can be used at home.

Class B device

This device complies with RRL EMC and is operated
in a residential area so that it can be used at all other
location as well as residential area.

Remarks: Class A device - operated in a commercial area. Class B device - operated in a residential area.
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1 Introducing the Intel® Server Management
Module SBCECMM

This Management Module Installation and User’s Guide contains information about installing and configuring
the management module and managing the SBCE unit and blade servers.

Your SBCE unit comes with one hot-swap management module in management bay 1. You can add a
management module in management bay 2.
Notes:
1. Only one management module will be active, or primary; the second management module, if present,
provides redundancy.

2. When two management modules are installed in the SBCE unit, both management modules should always
have the same level of firmware, to ensure smooth changeover from the active module to the redundant
module.

Record information about the management module in the following table.

Product name Intel Server Management Module SBCECMM
Part number

Media access
control (MAC)
address

The product name, machine type and part number are located on the identification label on the side of the
Server Management Module. The media access control (MAC) address also is located on the identification
label. See, “Overview of the management module,” on page 3 for an illustration that shows the location of the
identification label.

= NOTE

The MAC address is also located on a separate label on the bottom front of the management
module.

The management module functions as a service processor and a keyboard/video/mouse (KVM) multiplexor
for the multiple blade servers. You configure the SBCE unit and modules through the management module,
configuring such information as the switch IP addresses. The management module provides the following
external connections: keyboard, mouse, and video for use by a local console, and one RJ-45 connector for a
10/100 Mbps Ethernet remote management connection.

The service processor in the management module communicates with the service processor in each blade
server for such functions as:

*  Blade server power-on requests

* Blade server error and event reporting

* Blade server requests for keyboard, mouse, and video

*  Blade server requests for diskette drive, CD-ROM drive, and USB port

The management module also communicates with the I/O modules, power modules, blower modules, and

blade servers in the SBCE unit to detect their presence or absence and any error conditions, sending alerts
when required.



Related publications

This Installation and User’s Guide provides general information about your management module, including
information about getting started, first-time connection to the management module, how to configure your
management module, and how to get help.

The following related documentation comes with your SBCE® unit:

o Intel® Server Chassis SBCE Rack Installation Instructions

This publication contains the instructions to install your SBCE unit in a rack.

« Intel® Server Boards and Server Chassis Safety Information

This multilingual publication is provided in Portable Document Format (PDF) on the Resource CD. It
contains translated caution and danger statements.

o Intel® Server Chassis SBCE Installation and User’s Guide

This publication is provided in PDF on the Resource CD. It provides general information about your
SBCE unit, including:

— Information about features

— How to set up, cable, and start your SBCE unit

— How to install options in your SBCE unit

— How to configure your SBCE unit

— How to perform basic troubleshooting of your SBCE unit
— How to get help

Depending on your blade server model, additional publications might be included on the Resource CD.
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Notices and statements used in this book

The following types of notices and statements are used in this book:

Note: These notices provide important tips, guidance, or advice.

Important: These notices provide information or advice that might help you avoid inconvenient or
problem situations.

Attention: These notices indicate possible damage to programs, devices, or data. An attention notice is
placed just before the instruction or situation in which damage could occur.

Caution: These statements indicate situations that can be potentially hazardous to you. A caution
statement is placed just before the description of a potentially hazardous procedure step or situation.

Danger: These statements indicate situations that can be potentially lethal or extremely hazardous to you.
A danger statement is placed just before the description of a potentially lethal or extremely hazardous
procedure step or situation.

Overview of the management module
The following illustration shows the management module.

= NOTE

The illustrations in this document might differ slightly from your hardware.

Release latch

Part number
Media access

control (MAC) Media access

address label control (MAC)
address label

For information about the indicators and ports on the front of the management module, see “Management
module controls and indicators” on page 4. For more information about the MAC address, see, “Configuring
the management module for remote access,” on page 8.



Management module controls and indicators

4

Active Management
Bower-on module error
: _nx.«- !. Ethernet link
| fr
el
g
Ethernet activity
0]
|
IP reset button ———<r®

Management module LEDs: These LEDs provide status information about the management module and
remote management connection. For additional information, see the Light Path Diagnostics* section in the
Intel® Server Chassis SBCE Hardware Maintenance Manual and Troubleshooting Guide on the SBCE
Resource CD.

* Power-on: When this green LED is lit, the management module has power.

« Active: When this green LED is lit, it indicates that this management module is actively
controlling the SBCE unit.

= NOTE
Only one management module actively controls the SBCE unit. If there are two management
modules installed in the SBCE unit, this LED is lit on only one.

+ Management module error: When this amber LED is lit, it indicates that an error has been detected
somewhere on this management module. When this indicator is lit, the system error LED on the SBCE
system LED panel is also lit.

e Ethernet link: When this green LED is lit, there is an active connection through the port to the network.

« Ethernet activity: When this green LED is flashing, it indicates that there is activity through the port
over the network link.

Management module IP reset button: Do not press this button unless you intend to erase your configured IP
addresses for the management module and lose connection with the remote management station, the I/O
modules, and the blade servers. If you press this button, you will need to reconfigure the management module
settings.

Press this recessed button to reset the IP configuration of the management module network interfaces
(Ethernet 1, Ethernet 2, gateway address, and so forth) to the factory defaults and then restart the management
module.

Use a straightened paper clip to press the button.
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Management module input/output connectors

The management module has the following I/O connectors:

*  One video

e One PS/2 keyboard

*  One PS/2 mouse

e One 10/100 Mbps Ethernet for remote console and management

The following illustration shows the I/O connectors on the management module.

oK 4 1
Remote management
and console (Ethernet) T
e

ITKHK
Video

0
Mouse ! |@|.
Keyboard ®
= NOTE

See the Intel® Server Management Module SBCECMM Installation Guide for information on
enabling two management modules.

Video connector

Your SBCECMM contains one standard video connector. The integrated video controller on each blade server
is compatible with SVGA and VGA and communicates through this video port.

Use this connector to connect a video monitor to the SBCE unit.
5 1

5

15 11

Keyboard connector

Your SBCECMM contains one PS/2-style keyboard connector.
Use this connector to connect a PS/2 keyboard to the SBCE unit.



Mouse connector

Your SBCECMM contains one PS/2-style mouse connector.

Use this connector to connect a PS/2 mouse to the SBCE unit.

Remote console and management Ethernet connector

Your SBCECMM contains one 10/100 Mb Ethernet connector that provides the remote connection to the
network management station on the network.

Use this port for remote console and management.

The network management station, through this port, can access control functions running in the service
processor on each blade server or within each I/O module. However, it cannot use this port to communicate
with application programs running in the blade servers. The network management station must direct those
communications through a network connected to the external ports in the I/O modules in the SBCE unit.

The following illustration shows the Ethernet connector that is on the management module.
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2 Installing and removing a management module

The following illustration shows the management-module bay locations.

" g " = B | | Management
i [ o ] module 1

 —

Management
module bay 2

Attention: To maintain proper system cooling, each module bay must contain either a module or a filler
module; each blade bay must contain either a blade or a filler blade.

Installation guidelines

Before you begin to install the management module in your SBCE unit, read the following information:

Become familiar with the safety and handling guidelines specified under “Safety and regulatory
information” on page v and “Handling electrostatic discharge-sensitive devices” on page vii and read the
safety information included on the Resource CD.

The green color on components and labels in your SBCE unit identifies hot-swap/hot-plug components.
You can install or remove hot-swap modules and, with some restrictions, hot-swap blade servers while the
SBCE unit is running. For complete details about installing or removing a management module, see the
detailed information in this chapter.

The blue color on components and labels identifies touch points where you can grip a component, move a
latch, and so on.

You do not need to disconnect the SBCE unit from power to install or replace any of the hot-swap
modules on the rear of the SBCE unit. You need to shut down the operating system and turn off a hot-
swap blade server on the front of the SBCE unit before removing the blade server, but you do not need to
shut down the SBCE unit itself.

System reliability considerations

Attention: To help ensure proper SBCE cooling and system reliability, make sure that:

Each of the module bays on the rear of the SBCE unit has either a module or filler module installed.
Each of the blade bays on the front of the SBCE unit has either a blade server or filler blade installed.

Each of the drive bays in a blade server storage expansion option has either a hot-swap drive or a filler
panel installed.

A removed hot-swap module, blade server, or drive is replaced within 1 minute of removal.
Cables for the option modules are routed according to the illustrations and instructions in this document.
A failed blower is replaced as soon as possible, to restore cooling redundancy.



Failure to replace a blade server or module with another blade server, module, filler blade or filler module
within one minute can affect system performance in the blade servers.

Handling static-sensitive devices

Attention: Static electricity can damage electronic devices and your SBCE unit. To avoid damage, keep
static-sensitive devices in their static-protective packages until you are ready to install them.

To reduce the possibility of electrostatic discharge, observe the following precautions:

Limit your movement. Movement can cause static electricity to build up around you.
Handle the device carefully, holding it by its edges or its frame.

Do not touch solder joints, pins, or exposed printed circuitry.

Do not leave the device where others can handle and damage it.

While the device is still in its static-protective package, touch it to an unpainted metal part of the SBCE
chassis or any unpainted surface on any other grounded rack component for at least two seconds. (This
drains static electricity from the package and from your body.).

Remove the device from its package and install it directly into your SBCE unit without setting it down.
If it is necessary to set down the device, put it back into its static-protective package. Do not
place the device on your SBCE chassis or on a metal surface.

Take additional care when handling devices during cold weather. Heating reduces indoor humidity and
increases static electricity.

Preparing for management module redundancy

Management module redundancy requires specific minimum levels of firmware. If you intend to install a
second management module in the SBCE unit, you need to make sure that you have downloaded and applied
the latest level of firmware.

8

Complete the following steps to prepare your management modules for redundancy:

1.
2.

Obtain the hardware updates and the latest firmware from your Intel Support Representative.

Download the latest management module firmware and use the management module Web interface to
apply it to your current management module (see “Using the management and configuration program” on
page 48 for instructions about logging in to the Web interface).

= NOTE
Refer to the Intel Server Management Module SBCECMM User’s Guide detailed firmware update
procedures.

a. In the MM Control section in the navigation pane, click Firmware Update.

b. Click Browse to locate the firmware file you downloaded; then, click Update. Follow the
instructions on the screen

Install the second management module in the available management-module bay (see “Installing a
management module” on page 9 for instructions).

Wait approximately 2 minutes while the primary management module transfers configuration information
to the second management module.

Update the firmware on the second management module to the same level as on the primary management
module by updating the firmware on the primary management module again:

a. Login to the management module Web interface again.
b. In the MM Control section in the navigation pane, click Firmware Update.
c. Make sure that the Automatically update firmware on redundant MM check box is selected.
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d. Click Browse to locate the firmware file you downloaded; then, click Update. Follow the
instructions on the screen.

The management modules are now prepared for redundancy.
Notes:

1.  Whenever power is restored to a SBCE unit that has two functional management modules installed, the
management module in bay 1 is automatically the active management module, even if the module in bay 2
was the active module before power was removed.

Installing a management module

A A\

&% CAUTION:

Never remove the cover on a power supply or any part that has the following label attached.

&% CAUTION:

& A\

Hazardous voltage, current, and energy levels are present inside any component that has this label
attached. There are no serviceable parts inside these components. If you suspect a problem with one of
these parts, contact a service technician.



The following illustration shows how to install a management module in the rear of the SBCE unit.

Management module
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11

Complete the following steps to install a management module.

1.

Read the safety information beginning on page v and “Installation guidelines” on page 7 through
“Handling static-sensitive devices” on page 8.

If you are installing a second management module, read “Preparing for management module redundancy”
on page 8.

Remove the acoustic attenuation module, if one is installed, from the rear of the SBCE unit.

Acoustic module

Unlocking
handle

= NOTE

If you are replacing the only management module in the SBCE unit, and the management module is
functional, you might want to save the configuration file to another medium before you proceed,;
you will be able to apply the saved configuration file to the replacement management module. See
“Restoring a saved configuration file”” on page 50 for information about applying a saved
configuration file.

If you are replacing a management module, remove the current module from the bay (see “Removing a
management module” on page 14). If you are adding a management module, remove the filler module
from the selected management module bay and store the filler module for future use.

If you have not already done so, touch the static-protective package that contains the management module
to an unpainted metal part of the SBCE unit or any unpainted surface on any other grounded rack
component for at least 2 seconds.

Remove the management module from its static-protective package.

Ensure that the release latch on the management module is in the open position (perpendicular to the
module).

Slide the management module into the selected management-module bay until it stops.



10.

11.

12.

13.

Management module

3
L

A—

=
‘\._\ 3

[

Push the release latch on the front of the management module to the closed position.

Make sure that the OK LED on each management module is lit, indicating that the management modules
are operating correctly.

Connect the necessary cables to the management module. See “Cabling the management modules” on
page 15 for more information.

Replace the acoustic attenuation module, if you removed it in step 3.

Acoustic module

Locking
handle

If this is the only management module in the SBCE unit, configure the new management module. See
3“Configuring the management module” on page 45 for more information. If this is the secondary
management module, and you followed the instructions in “Preparing for management module
redundancy” on page 8, no configuring is necessary. The secondary management module receives
the configuration and status information automatically from the primary management module
when necessary. However, you need to apply the latest level firmware to ensure smooth
changeovers; return to*Preparing for management module redundancy” on page 8 for instructions.
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= NOTE

Do not initiate any management module changeover for approximately 2 minutes after installing
the secondary management module; the secondary management module needs the time to receive
initial status information.



Removing a management module

A A\

&% CAUTION:

Never remove the cover on a power supply or any part that has the following label attached.

&% CAUTION:

& A\

Hazardous voltage, current, and energy levels are present inside any component that has this label
attached. There are no serviceable parts inside these components. If you suspect a problem with one of
these parts, contact a service technician.

Complete the following steps to remove a management module.

= NOTE

*  These instructions assume the SBCE unit is connected to power.

e If you are removing the only management module in the SBCE unit, you might prefer to stop all
management-module local and remote sessions before proceeding, to avoid unexpected termination of
sessions.

e If you are replacing the only management module in the SBCE unit, and the management module is
functional, you might want to save the configuration file to another medium before you proceed (under the
MM Control section in the navigation pane, click Configuration File and follow the instructions under
Save MM Configuration); you will be able to restore the saved configuration file to the replacement
management module. See “Restoring a saved configuration file” on page 50 for more information about
applying a saved configuration file.

e If you have just installed a second management module in the SBCE unit, do not remove the first
(primary) management module for approximately 2 minutes; the second (secondary) management module
needs the time to receive initial status information.

1. Read the safety information beginning on page v and “Installation guidelines” on page 7 through
“Handling static-sensitive devices” on page 8.

2. Remove the acoustic attenuation module, if installed, from the rear of the SBCE unit (see step 3 for
location).

3. Disconnect any cables from the selected management module.

Pull the release latch all the way toward the bottom of the management module until it stops, as shown in
the illustration. The module moves out of the bay approximately 0.6 cm (0.25 inch).

14 SBCECMM: Installation and User’s Guide



Management module

Slide the module out of the bay and set it aside. Within 1 minute, place either another module of the same
type or a filler module in the bay.

If you placed another management module in the bay, reconnect any cables that you disconnected in step
3; then, verify that the OK LED on the management module is lit.

If you have not already done so, configure the replacement management module. See Chapter 3,
“Configuring the SBCECMM and SBCE unit,” on page 17, for more information.

Replace the acoustic attenuation module option, if you removed it in step 2.

Cabling the management modules

When two management modules are installed in an SBCE unit, only one management module is active; the
second management module, if present, provides redundancy. The active management module is the primary
module; the redundant management module is the secondary module. If the primary management module
fails, or if you request a changeover through the Web interface, the secondary management module becomes
active and primary.

15

Given this information, decide how you want the keyboard, video, and mouse at the SBCE unit to be handled
when changeover occurs, and cable the management modules accordingly.

Complete the following steps to cable the management modules in an SBCE unit:

1.

Connect the Ethernet port on each management module to your Ethernet network. When changeover
occurs between the management modules, you will be able to communicate with the new primary
management module without additional intervention, such as switching a single Ethernet cable between
the management modules.

To be able to use the local keyboard, video, and mouse after changeover occurs, connect these
devices to the management modules in one of the following ways (see “Management module
input/output connectors” on page 5 for the location of each connector):

« Use an external keyboard, video, and mouse (KVM) switch. Cable the keyboard, video, and
mouse connectors on both management modules to the KVM switch, and connect the KVM switch to
the local keyboard, monitor, and mouse. When changeover occurs, the new primary management
module automatically controls the local keyboard, monitor, and mouse.

« Cable only to the active management module. When management module changeover occurs,
you can move the keyboard, monitor, and mouse cables to the new active management module.



« Use a duplicate keyboard, monitor, and mouse for the second management module.
With a second keyboard, monitor, and mouse always connected to the second management module,
no switching or recabling is required when changeover occurs.

If you always use a remote session to communicate with the blade servers in the SBCE unit, you do not
need to connect a local keyboard, monitor, and mouse to either management module.
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3 Configuring the SBCECMM and SBCE unit

——Important

If the management module that you installed is the second management module in the SBCE unit, you
do not configure it. The secondary management module receives the configuration and status
information automatically from the primary (active) management module when necessary. The
information in this chapter about configuring a management module applies to the primary or only
management module in the SBCE unit.

If the management module that you installed is a replacement for the only management module in the
SBCE unit, and you saved the configuration file before replacing the management module, you can
apply the saved configuration file to the replacement management module using the management
module Web interface. See “Restoring a saved configuration file” on page 50 for information about
applying a saved configuration file.

When the SBCE unit is started, it automatically configures the remote management port on the active
(primary) management module, so that you can configure and manage the SBCE unit and blade servers. You
configure and manage the SBCE unit remotely, through the management module, using the Web-based user
interface.

If the management module that you installed is a replacement for the only management module in the SBCE
unit, and you saved the configuration file before replacing the management module, you can restore the saved
configuration file to the replacement management module using the management module Web interface.

= NOTE

You can also configure the I/O modules directly through an external I/O module port, using a telnet
interface or a Web browser. See the documentation that comes with the I/O module for more
information.

For the active management module to communicate with the I/O modules in the SBCE unit, you will need to
configure the IP addresses for the following internal and external ports:

e The external Ethernet (remote management) port on the management module. The initial management
module autoconfiguration enables the network management station to connect to the management module
to configure the port completely and to configure the rest of the SBCE unit.

e The internal Ethernet port on the management module for communication with the I/O modules.
e The internal Ethernet management port on each switch module. for communication with the management
module. Configure this port by configuring the IP address for the switch module.

To communicate with the blade servers for such functions as deploying an operating system or application
program, you also will need to configure at least one external (in-band) port on an Ethernet switch module. See

the Intel® Server Chassis SBCE Installation and User’s Guide for information about configuring external ports
on Ethernet switch modules.

e Microsoft* Internet Explorer® 4.0 (with Service Pack 1), or later
e Netscape* Navigator* 4.72, or later (version 6.0 is not supported)
Notes:

1. For best results when using the Web browser, set the resolution on your monitor to 800 x 600 pixels or
higher and 256 colors.

2. The Web interface does not support the double-byte character set (DBCS) languages.

The Web-based user interface communicates with the management and configuration program that is part of
the firmware that comes with the management module. You can use this program to perform tasks such as:

e Define the login IDs and passwords
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*  Select recipients for alert notification of specific events

*  Monitor the status of the SBCE unit and blade servers

*  Control the SBCE unit and blade servers

e Access the I/O modules to configure them

e Change the drive startup sequence in a blade server

e Set the date and time

*  Remote control

¢ Change ownership of the keyboard, video, and mouse

¢ Change ownership of the CD-ROM drive, diskette drive, and USB port

You also can use the management and configuration program to view some of the blade server configuration
settings. See “Using the management and configuration program” on page 20 for more information.

Setting up the remote connection

To configure and manage the SBCE unit and blade servers, you must first set up the remote connection
through the Ethernet port on the management module.

Cabling the Ethernet port

18

Complete the following steps to connect the Ethernet cable to the management module:

1. Connect one end of a Category 5 or higher Ethernet cable to the Ethernet port on the management module.
Connect the other end of the Ethernet cable to the network.

2. Check the Ethernet LEDs to ensure that the network connection is working. The following illustration
shows the locations of the Ethernet LEDs.

[Tox 4 1 Ethernet link

| T

D=l

| R

Ethernet activity

0]

Ethernet link LED
When this green LED is lit, there is an active connection through the port to the network.
Ethernet activity LED

When this green LED is flashing, it indicates that there is activity through the port over the
network link.
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Configuring the management module for remote access
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After you connect the management module to the network, the Ethernet port connection is configured in one
of the following ways:

* If you have an accessible, active, and configured dynamic host configuration protocol (DHCP) server on
the network, the host name, IP address, gateway address, subnet mask, and DNS server IP address are set
automatically.

e If the DHCP server does not respond within two minutes after the port is connected, the management
module uses the static (default) IP address and subnet address.

Either of these actions enables the Ethernet connection.

If you do not want to use the default static values, you can configure the static IP address, host name, and
subnet mask for the management module through the Web interface. The default IP address is 192.168.70.125,
the default subnet address is 255.255.255.0, and the default hostname is MMXxXXXXXXXXXXX, where
XXXXXXXXXXXX 18 the burned-in media access control (MAC) address. The MAC address is on a label on the
management module, below the IP reset button.

ok 4 1

MAC address

Notes:

1. All management modules are preconfigured, with the same static IP address. You can use the management
module Web interface to assign a new static IP address for each SBCE unit. If DHCP is not used and you
do not assign a new static IP address for each SBCE unit before attempting to communicate with
management software, only one SBCE unit at a time can be added onto the network for discovery. Adding
multiple units to the network without a unique IP address assignment for each SBCE unit results in IP
address conflicts.

2. Pressing the IP reset button on the management module replaces the configured IP addresses for the
management module with the factory default IP addresses, and loses the connection with the remote
management station, the I/O modules, and the blade servers. If you press this button, you will need to
reconfigure the management module settings.



3. If the IP configuration is assigned by the DHCP server, the network administrator can use the MAC
address of the management module network interface to find out what IP address and host name are
assigned.

Using the management and configuration program

This section provides the instructions for using the management and configuration program in the
management module.

Starting the management and configuration program

Complete the following steps to start the management and configuration program:

1. Open a Web browser. In the address or URL field, type the IP address or host name defined for the
management module remote connection.

The Enter Network Password window opens.

Connect to 192.168.70.125

=
:-I' R
4 1R l:iﬂ
Local System
User name: €3 USERID |
Passwiord: [se0ssnnq)

Femember my password

Type your user name and password. If you are logging in to the management module for the first time, you
can obtain your user name and password from your system administrator. All login attempts are
documented in the event log.

= NOTE

The initial user ID and password for the management module are:
e User ID: USERID (all capital letters)
e Password: PASSWORD (note the zero, not O, in PASSW0ORD)

2. Follow the instructions that appear on the screen. Be sure to set the timeout value you want for your Web
session.
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Active Session from Same Client

An active session already exists for user USERID at 192.168.70.123

If you still have the browser for this active session open, use it

to access the Management Module. If you closed the browser

befare logging off, you can terminate the existing session and start a
new one. To do so, select the desired inactivity timeout pararmeter below
and click "Start Mew Session”

Inactive session timeout value: | N0 timeaut v

Start Mew Session

Note: To ensure security and avoid login conflicts, always end your sessions using the "Log Off" option in the navigation frame of the main window.

The SBCECMM management and configuration window opens.

= NOTE
The upper left corner of the management and configuration window shows the location and identity
of the active management module.

Management Module

nitars System Status Summary

System Status|

@ Systemn is operating normally. All manitared parameters are 0K,

The following links can be used to view the status of different components.
Blade Servers
10 Modules
Management Modules
Power Modules
Blowers
Front Panel

Blade Servers @
Click the icon in the Status column to view detailed information about each blade server.

Owner” Network . | Local Control N
Bay | Status Name Pwr Wo BSE

KVM | MT | Onboard | Card Pwr |KVM | MT'

Management and configuration program options
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From the management and configuration program main menu, you can select settings that you want to view or
change.

The navigation pane (at the left on the management module window) contains navigational links that you use
to manage your SBCE unit and check the status of the components (modules and blade servers). Descriptions
of the links are as follows:



Monitors

Use the choices in this section to view the status, settings, and other information for components in the SBCE
unit.

System status
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Management Module

System Status Summary @

@ System is operating normally. All monitored parameters are OK.

The following links can be used to view the status of different components.

Blade Servers
VO Modules

Managernent hMadules
Power Modules

Blowers
Front Panel

Blade Servers @
Click the icon in the Status column to view detailed information about each blade server.

Owner” Network Wi Local Control
KYM | MT* |Onboard | Card Pwr |K¥M | MT

Bay | Status Name

Select this choice to view the overall system status, a list of outstanding events that require immediate
attention, and the overall status of each of the blade servers and I/O modules.

Blade Servers:

* Bay - The lowest-number bay the blade server occupies.

« Status - An icon that indicates good, warning, or bad for the particular blade server. Click the icon for
more detailed status information.

*  Name - The name of the blade server.
e Pwr - The power state (on or off) of the blade server.

« Owner - An indication of whether the blade server is the current owner of the following SBCE
resources:

— KVM - Keyboard, video, and mouse.
— MT - The CD-ROM drive, diskette drive, and USB port.

* Network - An indication of which network interfaces are on the blade server (Ethernet or Fibre
Channel).

*«  WOL - An indication of whether the Wake on LAN feature is currently enabled for the blade server.
« Local Control - an indication of whether the following options are enabled:

— Local power control

— Local keyboard, video, and mouse switching

— Local CD-ROM drive, diskette drive, and USB port switching
*  BSE - An indication of whether a SCSI expansion unit occupies the blade tray.
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«  SCOD -An indication of whether the blade server is an On Demand blade server with a Standby
status. You cannot turn on an On Demand Blade server until you activate it (Blade Tasks> On
Demand), which changes the status from Standby to Active.

I/O modules:
* Bay - The number of the bay the I/O module occupies.
»  Status - Icon that indicates good, warning, or bad for the particular /O module.
*  Type - The type of I/O module in the bay, such as Ethernet or Fibre Channel.
e MAC Address - The media access control (MAC) address of the I/O module.
o IP Address - The IP address of the I/O module.
«  Power - The power state (on or off) of the I/O module.
e Details - Text information about the status of the I/O module.

Management module:
* Bay - The number of the bay that the management module occupies.

« Status - An icon that indicates good, warning, or critical for the particular management module. Click
the icon for more detailed status information.

« TP Address - The IP address of the remote connection (external Ethernet port) on the management
module.

e Primary - An indication of which management module is the primary, or active, management module.
Power Modules:

* Bay - The number of the bay that the power module occupies.

»  Status - An icon that indicates good, warning, or critical for the particular power module.

*  Details - Text information about the status of the power module.
Blowers:

e Bay - The number of the bay that the blower module occupies.

« Status - An icon that indicates good, warning, or critical for the particular blower module.

«  Speed - The current speed of the blower module, as a percentage of the maximum revolutions per minute
(RPMs). The blower speed varies with the thermal load. An entry of Offline indicates that the blower is
not functioning.

Front panel: The temperature status for the front of the SBCE unit.



Event log

Management Module

EventLog @

Manitor log state events

Severity Source Date
BLADE 01 | (0941603 Filter
BLALE 02 09/12/03 L]
Disable Filter

BLADE 03+
Note: Hold down Ctrl to select mare than one option.
Hold down Shift to gelect a range of options.

Errar
Warning
Info

Filters: Mone

Index  Sew Source Date/Time Text

Rermote Login Successful. Login ID:"USERID' from WEB browser at
IP@=1592.168.70.123'

2 | |SERYPROC | 09/16/03, 10:22:23 | Ethernet|[1] Link Established at 100Mb, Full Duplex.

&) | [SERWPROC |09/16/03, 10:22:23  |Ethernet[1] configured to do 100kbsFull Duplex.

4 | |SERWPROC | 09/16/03, 10:22:23 | Ethemet[1] MAC Address currently being used: Ox00-09-68-CA-4E-ES
=] | |SERYPROC | 09/16/03, 10:22:23  Ethernet|[0] Link Established at 100Mb, Full Duplex.
5} |
7 |
g |

1 | |SERVPROC | 0941603, 10:22:46

SERYVPROC | 094643, 10:22:23  |Ethemet|0] configured to do Auto Speed/Auto Duplex.
SERVPROC | 09/16/03, 10:22:23  |Ethernet[d] MAC Address currently being used: Ox00-09-68-CA-4E-ES
SERVPROC | 0911643, 10:22:23  Management Module Network Initialization Complete.

EWET[1] IP-Cfy:HstMame=MMOODIEECAIFED,

8 |1 [PERVPROC | NBUS0ZD3  naign 169.70.126 GW@=0.0.0.0, Nethsk=255.255.255.0 2

Select this choice to view entries that are currently stored in the management module event log. This log
includes entries for events that are detected by the blade servers. The log displays the most recent entries first.
Information about all remote access attempts is recorded in the event log, and the management module sends
out the appropriate alerts if configured to do so.

The maximum capacity of the event log is 750 entries. When the log is 75% full, the SBCE Information LEDs
are lit. When the log is full, new entries overwrite the oldest entries and the Error LEDs are lit. You can sort
and filter entries in the event log.

LEDs

Management Module

LED Status
System error ]

Infarmation @
Temperature @
]

Location

Blade Server LEDs @

Bay | Name Pwr’ | Error | Information | KVM | MT Location
1| SNWISHATEGIOH | On | B @ @ @ @ [onor -
< ¥

Select this choice to view the state of the SBCE system LED panel and blade server control panel LEDs. You
also can use this choice to turn off the information LED and turn on, turn off, or blink the location LED on the
SBCE unit and the blade servers.
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«  Front Panel LEDs - The state of the following LEDs on the SBCE system LED panel. You can
change the state of the information and location LEDs.

— Information

— System error
— Over temperature
— Location

« Blade Server LEDs - The state of the following LEDs on the blade server control panel. You
can change the state of the information and location LEDs.

— Power

— Information

— Error

— Location

— Keyboard, video, and monitor select

— Media (CD-ROM, diskette drive, USB port) select

Hardware VPD
Management Module

Hardware WPD

Move your mouse pointer over a module name to see a description for that module in the status bar of your browser

B | Name | Cods | Numbor | Number B> wio
Chassis and Media Tray

Chassis BE77T 1M 78CH140 71PBAOY | SLRM | 1F9A 5821 6569 1107 9805 BEGE 54D9 F22
1 Media Tray nfa 71PB7EGS US| | 0000 0000 0000 0000 0000 0000 0000 0000
Blade Servers
1 SMN#IMSHAIEGIOH | 88334A1X 23A5172 | C32663-001 | Intel | 1225 716E 1C1E B211 94EA FCEA BBD0 6DI
2 SM#ITSHAIEGT11 883341 C32668-001 | Intel | ACCO 36ES 1BE4 4412 93E8 6ODC 4420 104
5 SHAIMSHAEGIOL | 8833A1X Z3A5229 | C32668-001 | Intel | 5267 0391 1C1E B211 AA1C 94F6 D1F3 FFO
¥O Modules
3 Fibre Sh nfa 48P70E2 Qlge | 2104 E753 9064 F911 2104 00CO DOOT CO0
Management Moduies
1 WhN3I15836163 nfa 71PBE25 | SLRM | nfa
2 Management module 2 Js not installed
Power Modules
1 Paower Module 1 nfa 49P2141 DELT | BF10284C 51A6 1107 O09F DO4F 00DA, 005C
2 Power Module 2 nfa 49P211 DELT | C12B A344 BGDE 1107 0043 0048 00CC 000¢

Select this choice to view the view the hardware vital product data (VPD) for the SBCE unit. When the SBCE
unit is started, the management module collects vital product data and stores it in nonvolatile memory. The
management module then modifies the stored VPD as components are added to or removed from the SBCE
unit. You can access this information at any time, from almost any client console. You can also view the log of
modules inserted or removed from the SBCE unit.
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Firmware VPD

Management Module

Blade Server Firmware VPD

Bay(s) | Name Firmware Type Build ID Released Revision

1 SH#ENSHAIEGIOH | BIOS BSECOSDUS | 07/30/2003 1.01
Diagnostics BSOTOBALS 07/02/2003 1.00
Blade sys. mamt. proc. | BRET17A néa 17

2 SH#N SHA3EG111 BIOS BSECDSDUS | 07/30/2003 1.01
Diagnostics BSOTOBALS 07/02/2003 1.00
Blade sys. mgmt. proc. | BRET17A nfa 17

5 SHANSHAIEGIOL | BIOS BSEODSAUS | 0B/23/2003 1.00
Diagnostics BSOTOBALS 07/02/2003 1.00
Blade sys. mamt. proc. | BRET17A nfa 17

10 Module Firmware VPD [}s
Bay | Type Firmware Type Build ID Released Revision
3 Fibre SM | Main Application 1 | BRFSM 04/14/2003 1447

Management Module Firmware VPD

Bay | Name Firmware Type Build 1D File Name Released Revision
1 WhN315836163 tain application BREOSZA | CHETMNUS PKT 07-28-03 16 v

Select this choice to view the vital product data (VPD) for the firmware in all blade servers and the I/O
modules and management module in the SBCE unit. The firmware VPD identifies the firmware type, build ID,
release date, and revision number. The VPD for the firmware in the management module includes the file
name of the firmware components.

Blade tasks

Select the choices in this section to view and change the settings or configurations of blade servers in the
SBCE unit.
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Power/restart

Management Module

Blade Power / Restart e

Click the checkboxes in the first column to select one or more blade servers; then, click one of the links below the table to perform
the desired action

Local Pwr |'Wake on = Console

L |Bay Name P | “Control | LAM | Redirect
L4l 1 Shi#NSHAIEGIOH | On Enabled On
Ll Shi# SHAIEG1 1 On Enabled On
Mo blade present
Mo Blade present
.4l Shi#NSHAIBGI0L  Off Enabled On

Mo Bladle presant
Mo blade present
Mo Bladle present [}s
Mo Blade present

LR RN - RS, R S R

10 | Mo blade present

Mo Blade present
12 | Mo blade present
13 | Mo blade present
14 | Mo blade present

Power On Blade

Select this choice to perform the following actions on any blade server in the SBCE unit:

= NOTE
You cannot perform these actions on an On Demand blade server with a Standby status (identified by
an X in the SCOD column). To activate an On Demand blade server, see the On Demand choice
under Blade Tasks and follow the instructions.

e Turn on or turn off the selected blade server (set the power state on or off).

* Enable or disable local power control. When local power control is enabled, a local user can turn on or
turn off the blade server by pressing the power-control button on the blade server.

*  Enable or disable the Wake on LAN feature.
* Restart the blade server or the service processor in the blade server.

Select the blade servers you want to perform an action on, then click the appropriate link below the table for
the action you want to perform.
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Remote control
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Management Module

Remote Control Status @
FOM cwmer Bladel - SN#I15HAIBEG10H since 09/16/2003 10:04:36
Media tray owner: Blade! - SK#11SHA3IBG10H since 09/16/2003 09:34:52
Console redirect: Mo session in progress.

%

Redirect Server Console @

To disable the buttons located on the blade servers for KMV and media tray switching, check the boxes below and click "Save”.
Click "Redirect Server Console” to start a consale redirect session. This session will allow you to access the video console of the
KM owner blade and have full keyboard and mouse control. You can also change KM and media tray ownership during this
session.

Note: An Internet connection is required to download the Java Runtime Enviranment (JRE) if the Java 1.4 Plug-in is not already
installed.

[ Disable lacal KM switching

[ Disable lacal media tray switching

[ Redirect Server Console ]

Select this choice to:

View the current owners of the keyboard, monitor, and mouse (KVM), and of the CD-ROM drive, diskette
drive, and USB port (Media tray).

View the details of any remote control session currently active (user ID, client IP address, start time).
Redirect a blade server console to the remote console. On the remote console, you can:

— Disable local switching of the KVM and of the media tray for all blade servers until explicitly
enabled again. This prevents a local user from switching the console display to a different blade
server while you are performing tasks.

— Change the owner of the KVM and of the media tray.
— View the current blade server display.

— Control the blade server as if you were at the local console, including restarting the blade server and
viewing the POST process, with full keyboard and mouse control.

Notes:

Only one remote control session is allowed at a time. If a remote control session is already active, you can
end the current session and start a new one.

The timeout value for a remote control session is the same as the timeout value that you set for the Web
session when you logged in.

When you redirect a blade server Linux X Window System session console to the remote console, the
ability of the remote console applet to accurately track the location of the mouse cursor depends on the
configuration of X-Windows. Complete the following procedure to configure the X Window System for
accurate mouse tracking. Type the commands through the remote console or at the keyboard attached to
the SBCE unit. Note that the changes require root privileges.

a. Enter the following commands:
init 3 (Switch to text mode if necessary)
rmmod mousedev (Unload the mouse driver module)
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b. Add the following statement to .xinitrc in the user's home directory:
xset m 1 1 (Turn off mouse acceleration)
c. Add the following statement to /etc/modules.conf:

options mousedev xres=X yres=Y (Notify the mouse driver of the video resolution) where X and
Y specify the video resolution

d. Enter the following commands:
insmod mousedev (Reload the mouse driver module)

init 5 (Return to GUI mode if necessary)

Firmware update

Management Module

Update Blade Firmware

To update a firrmware component, select a target blade and a firmware file, and click "Update”

Target Bladel - SNANSHAIBEGI0H w

Firmware file Browse..

Select this choice to update the service processor firmware on a blade server. Select the target blade server and
the firmware file to use for the update, then click Update.

Blade Service processor firmware update procedures

1. Open a Web browser. In the address or URL field, type the IP address or host name of the Management
Module to which you want to connect. The Enter Network Password window opens.

= NOTE
The Management Module defaults to DHCP. If a DHCP host is unavailable, the Management

Module assigns a static IP address of 192.168.70.125.
2. Type your user name and password in the Enter Network Password window. If you are using the

Management Module for the first time, you can obtain your user name and password from your system
administrator. All login attempts are documented in the event log. A welcome page opens in your browser.

= NOTE
The Management Module is set initially with a user name of USERID and password of
PASSWORD (with a zero, not an O). This user has read/write access. Change this default password
during your initial configuration for enhanced security.
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10.

Select a timeout value, in minutes, in the field provided. If your browser is inactive for that number of
minutes, the Management Module logs you off the Web interface.

Click Continue to start the session. The browser opens the System Health page, which gives you a quick
view of the system status.

In the navigation frame under the Blade tasks heading, click Firmware Update, then click Browse.
Navigate to the PKT file you want to update.
Click Open. The file (including the full path) appears in the box beside Browse

To begin the update process, click Update. A progress indicator opens as the file is transferred to
temporary storage on the Management Module. A confirmation page opens when the file transfer is
completed.

Verify that the PKT file shown on the Confirm Firmware Update page is what you intend to update. If not,
click the Cancel button.

To complete the update process, click Continue. A progress indicator opens as the firmware on the Blade
Server Integrated System Management Processor is flashed. A confirmation page opens to verify that the
update was successful.

= NOTE

To cancel this process at any point, click Cancel.

Configuration
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Management Module

Blade Server Configuration

Use the following links to jurnp down to different sections on this page
Elade Information
Blade Policy Settings
Boot Sequence

Blade Information @

Bay Name [%
S SHAZEG10H

SN#ITSHAIEE11
Mo blade present
Mo blade present

SN SHATEG 0L
Mo blade present
Mo blade present
No biade present

0 | @ M| e W

Mo blade present

(=]

Mo blade present

v

No biade present

Select this choice to:

Define a name for a blade server.

Enable or disable the following items on all blade servers in the SBCE unit:
— Local power control

— Local KVM control

— Local media tray control

— The Wake on LAN feature
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e  View or define the startup (boot) sequence for one or more blade servers. The startup sequence prioritizes
the following boot-record sources for a blade server:

— IDE drive 1 (HDD1)
— IDE drive 2 (HDD?2)
— CD-ROM

— Diskette

— Network

— PXE - Attempt a PXE/DHCP network startup the next time the selected blade server is turned on
or restarted.

= NOTE

In order to use the CD-ROM drive or diskette drive as a boot-record source for a blade server, the
blade server must have been designated as the owner of the CD-ROM drive, diskette drive, and USB
port. You set ownership either by pressing the CD/diskette/USB select button on the blade server or
through the Remote Control choice described in “Configuring the management module for remote
access” on page 19.

I/0 Module Tasks

Select the choices in this section to view and change the settings or configuration on network-interface I/O
modules in the SBCE unit.

Power/Restart

Management Module

IO Module PoweriRestart @

Select one or more module(s) using the checkboxes in the first colurmn and then click on one of the links below the table to

perform the desired action Q
E Bay Type MAC Address IP Address Pwr
O 1 Ethernet Sht | 00:05:50:83:9F 44 192.168.70.127 On
2 MNo module
L 3 Fibre Shd 00:CO:00:01:CO.0F | 192.168.70.129 On
4 Mo module

Bower On Module(s
Power Off Moduleis
Restart Module(s) and Run Standard Diagnostics
Restart Module(s) and Run Extended Diagnostics

Eestart Module(s) and Run Full Diagnostics

Select this choice to display the power status of the I/O modules and perform the following actions:
e Turn on or turn off an I/O module

e Reset an I/O module
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Management

Management Module

0 Module Management e

Use the following links to jump down to different sections on this page.

Bay 1 (Ethernet SMy @

Current IP Configuration

Configuration method:  Static
Firm pdate IP address 192.168.70.127
gl Subnet mask: 256.285.285.0
Gateway address: 0000

New Static IP Configuration
Status Enabled
To change the [P configuration for this switch module, fill in the foliowing
fields and click "Save". This will save and enable the new IP configuration.

IF address 192168.70.127
Subnet mask 255.265.255.0

Select this choice to view or change the IP configuration of the Ethernet or Fibre Channel switch modules,
ping the switch module, return a switch module to the default configuration, and start the configuration and
management firmware that is in the switch module.

= NOTE

Before you can access the switch module firmware, the following items must be set to Enabled:
e Switch module external ports
e External management for the external ports

From this page, click Advanced Switch Management Advanced Setup and enable the items.
The initial user ID and password for the switch module firmware are:

e User ID: USERID (all capital letters)

¢ Password: PASSWORD (note the zero, not O, in PASSWORD)

See the Intel® Server Switch Module SBCEGBESW Installation and User’s Guide for more information about
basic configuration of the 4 port Gb Ethernet switch module that is required for the SBCE unit.

See the documentation that comes with the switch module for details about the configuration and management
firmware for the switch module. Documentation for the Ethernet switch module can be found on the
SBCEGBESW Resource CD.

MM Control

Select the choices in this section to view and change the settings or configuration on the management module
whose Web interface you are logged into. This includes configuring the following items:

¢ The name of the management module
e Upto 12 login profiles for logging in to the management module
*  How alerts are handled
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e  The management module Ethernet connections for remote console and for communicating with the /O
modules

*  Settings for the SNMP, SMTP, and DNS protocols

e Settings for secure socket layer (SSL) security

This also includes performing the following tasks:

e Backing up and restoring the management module configuration

e Updating the management module firmware

* Restoring the default configuration

e Restarting the management module

e Switching from the current, active management module to the redundant management module

General Settings

Management Module

View Configuration Summary

MM Information @
Marme WWNG15836163
Contact Mo Contact Configured
Location Mo Location Configured

MM Date and Time @

Date {rm/ddfyyyy):  09/16/2003
Time (hh:mm:ss): 13:11:33

Set thd Date and Time

Save

Select this choice to view or change the following settings:

*  The name of the management module

*  The name of the contact person responsible for the module
e  The physical location of the management module

e The real-time clock settings in the management module
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Login Profiles

Management Module

View Configuration Summary

Management Module Login Configuration

Use the following links to jump down to different sections on this page.

Login Profiles [}s
Global Login Settings

Login Profiles e
To configure a login profile, click a link in the "Login ID" colurmn,

Login ID Access
LSERID Readfrite
~ not used ~

~ not used ~

~ not used ~

~ not used ~

~ not used ~
~ not used ~
~ not used ~
~ not used ~

1
2
3
4
5,
B. _~ not used ~
7
g
9
0
1

~ not used ~ v

Select this choice to configure up to 12 login profiles for logging in to the management module, and to specify
the lockout period after five unsuccessful login attempts. For each profile, specify the following values:

e LoginID
*  Authority level (default is Read Only)

e Password (requires confirmation)

Attention: If you change the default login profile on your management module, be sure to keep a record of
your login ID and password in a safe place. If you forget and/or lose the management module login ID and
password, you must replace the management module.
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Alerts

Management Module

View Configuration Summary

Management Module Alerts Configuration

Use the following links to jurmp down to different sections on this page.

Rermote Alert Recipients
Clobal Remote Alert Settings
Manitored Alerts

Remote Alert Recipients 2] [}s
To configure a remaote alert recipient, click a link in the "Name" colurmn.

Name Notification Method Status
~ not used ~
~ not used ~

. _~ not used ~
~ not uged ~
~ not used ~
~ not used ~
~ not used ~
~ not used ~
~ not used ~

. _~ not used ~

SR Nmm s =

~ not uged ~

Select this choice to specify which alerts (from lists of Critical, Warning, and System alerts) are monitored,
which alert notifications are sent to whom, how alert notifications are sent (SNMP or e-mail), whether to
include the event log with the notification, and other alert parameters.

Network Interfaces

Management Module

View Configuration Summary

Management Module Network Interfaces

Use the following links to jump down to different sections on this page.
Euternal Metwork Interface {eth0)
Internal Metwork Interface (eth1)
TCP Log

External Metwork Interface (eth0) 2]

Interface:  Enabled
DHCP Try DHCP server. If it fails, use static IP config. &

*==* Currently the static IP cunﬁguanion% active for this interface.
*= This static configuration is shown below.

Hostname | MWOODIEBCAIFSEC

Static IP Configuration

IP address 192.168.70.125
Subnet mask |266.265.266.0
Fdnis mddennn AR
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Select this choice to configure the two Ethernet interfaces: external (remote management and remote console),
and internal (communication with the I/O modules). You can also select this choice to view the TCP log.

Notes:

1. When you use the management module Web interface to update the Ethernet or Fibre Channel switch
module configuration, the management module firmware writes its settings for the switch module only to
the management module NVRAM,; it does not write its settings for the switch module to the switch
module NVRAM.

If the switch module restarts when the management module is not able to apply the IP address it has in
NVRAM for the switch module, the switch module will use whatever IP address it has in its own
NVRAM. If the two IP addresses are not the same, you might not be able to manage the Ethernet switch
module any more.

The management module cannot apply the switch IP address from its NVRAM if:
e The management module is restarting

e The management module has failed

e  The management module has been removed from the chassis

You must use the Telnet interface to log into the switch module, change the IP address to match the one
you assigned through the management module, and save the switch settings in the Telnet session (Basic
Setup>Save Changes).

2. For switch communication with a remote management station, through the management module external
Ethernet port, the switch module internal network interface and the management module internal and
external interfaces must be on the same subnet.

« External Network Interface (eth0) - This is the interface for the remote management and
console port.

= NOTE

If you plan to use redundant management modules and want both to use the same external IP
address, disable DHCP and configure and use the static IP address. (The IP configuration
information will be transferred to the redundant management module automatically when
needed.)

— Interface - Select Enabled (the default) to use the Ethernet connection.

— Interface - The status (Enabled or Disabled) of the Ethernet connection. The default is
Enabled.

— DHCEP - Select one of the following choices:
« Try DHCP server. If it fails, use static IP config. (this is the default).
« Enabled - Obtain IP config. from DHCP server
« Disabled - Use static IP configuration

— Hostname - (Optional) This is the IP host name you want to use for the management
module (maximum of 63 characters).

— Static IP configuration - You need to configure this information only if DHCP is
disabled.

o IP address - The IP address for the management module. The IP address must
contain four integers from 0 to 255, separated by periods, with no spaces or
consecutive periods. The default setting is 192.168.70.125.

*  Subnet mask - The subnet mask must contain four integers from 0 to 255,
separated by periods, with no spaces. The default setting is 255.255.255.0

« Gateway address - The IP address for your network gateway router. The
gateway address must contain four integers from 0 to 255, separated by periods,
with no spaces.
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Internal Network Interface (ethl) - This interface communicates with the network-
interface I/O modules, such as the Ethernet switch module or the Fibre Channel switch
module.

— Specify the IP address to use for this interface. The subnet mask must be the same as the subnet
mask in the external network interface (eth0).

— View the data rate, duplex mode, maximum transmission unit (MTU), locally-administered
MAC address, and burned-in MAC address for this interface. You can configure the locally-
administered MAC address; the other fields are read-only.

— You can configure the internal Ethernet management port on each switch module in the SBCE
unit. First click on MM Control>Network interfaces. Click Switch Module 1. From this page,
click Advanced Switch Management>Advanced Setup and enable the following items:

e Switch module external ports
e External management for the external ports

= NOTE

The initial ID and Password for the switch module firmware are:
e User ID: USERID (all capital letters)
Password: PASSWORD (note the zero, not O, in PASSWORD)
— Specify the IP configuration of the switch module
— Repeat this step for each switch module in the SBCE unit

To communicate with the blade servers for functions such as deploying an operating system or
application program, you also will need to configure at least one external (in-band) port on an
Ethernet switch module. See the Intel® Server Chassis SBCE Installation and User’s Guide for
information about configuring external ports on Ethernet switch modules.

TCP log - Select this choice to view entries that are currently stored in the management
module TCP log. This log contains error and warning messages generated by the TCP/IP
code running on the management module, and might be used by your service representative
for advanced troubleshooting. The log displays the most recent entries first.

You can sort and filter entries in the event log.



Network Protocols

Management Module

View Configuration Summary

Management Module Network Protocols

Use the following links to jurmp down to different sections on this page.
Simple Metwork Managernent Protocol (SNMP)
Domain Mame System (DMS)
Simple Mail Transfer Protocol (SMTP)

Simple Network Management Protocol (SNMP) L2

SHMP agent  [FERRUINE Iy
SNMP traps Enabled '+

Community Name Host Hame or [P Address

£ ophd Tk g

WM

Select this choice to view or change the settings for the SNMP, SMTP, and DNS protocols.
Security

Management Module

Install SSL

SSL is not currently installed.

To install S5L, go to the support website to obtain the installation key. After downloading and saving the key file, select the saved
key file below and click on "Install S5L".

Browse...
Install S5L
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Select this choice to view or change the secure socket layer (SSL) settings. You can enable or disable (the
default) SSL, and choose between self-signed certificates and certificates provided by a certificate authority

(CA).

= NOTE
The first time you select Security, you are directed to a Web page for downloading the SSL
installation key as follows:

1. Go to http://downloadfinder.intel.com, type "SSL" in the Download Search box and click Go!

2. Scan the search results list and click on "Intel® Server Chassis SBCE".

3. Under "select your operating system", select "OS Independent" from the drop-down menu and Click Go!

4. Click on the "Intel® Server Management Module SBCECMM SSL Installation Key

[SSL_INSTALL.EXE]" and follow the online instructions to download the SSL key.

5. You should receive a response from the Encryption Coordinator within 2 business days, containing a link
to the file and a password. Using this information, download and save the file.

6. After saving the SSL key file, browse to the SSL key file in the MM Security screen and click on "Install
SSL".

7. After you load the key, the Security choice functions as described.

Configuration File

Management Module

Backup MM Configuration o

To backup the configuration, click "Backup.” You can view the current configuration summary
befare backing it up

Backup
Restore MM Configuration @
To restore the M configuration, select a file and click "Restore." To modify the configuration
and then restore it, select a file and click "Modify & Restore."
Select configuration file to restare %
Restore ] | Madify and Restare

Select this choice to back up or restore the management module configuration file.
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Firmware Update

Management Module
Update MM Firmware @

To update a firmware component on the M, select a firmware file and click "Update®. If you want the firmware on the redundant b
to be automatically updated to the same level, select the checkbox below.

Automatically update firmware on redundant ki

Browse...

Note: To ensure proper operation of the management module, make sure you update all MM firmware components to the same
level.

Select this choice to update the management module firmware.

If a second management module is installed, you can choose to apply the firmware update only to the active
management module. Follow the procedures below to update the management module firmware.

Chassis management module firmware update procedures
This section provides instructions for updating the firmware on your Intel® Server Management Module
SBCECMM.

1. Copy the latest management module update files to a floppy diskette. The management module firmware
files will be updated through the CMM web interface via a console client. The firmware files should
include the following components.

« CNETBRUS.PKT
e CNETMNUS.PKT
* CNETRGUS.PKT
e *REMOTEKM.PKT
* *DUALPS2.PKT
2. Open a Web browser. In the address or URL field, type the IP address or host name of the Management
Module to which you want to connect. The Enter Network Password window opens.

= NOTE
The Management Module defaults to DHCP. If a DHCP host is unavailable, the Management

Module assigns a static IP address of 192.168.70.125.

3. Type your user name and password in the Enter Network Password window. If you are using the
Management Module for the first time, you can obtain your user name and password from your system
administrator. All login attempts are documented in the event log. A welcome page opens in your browser.
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10.

11.

12.
13.

14.
15.

= NOTE

The Management Module is set initially with a user name of USERID and password of
PASSWORD (with a zero, not an O). This user has read/write access. Change this default password
during your initial configuration for enhanced security.

Select a timeout value, in minutes, in the field provided. If your browser is inactive for that number of
minutes, the Management Module logs you off the Web interface.

Click Continue to start the session. The browser opens the System Health page, which gives you a quick
view of the system status.

In the navigation frame, click MM Firmware Update under MM Control, then click Browse.
Navigate to the PKT file you want to update.
= NOTE
There are five packet files that should be updated:
 CNETBRUS.PKT
* CNETMNUS.PKT
» CNETRGUS.PKT
 **REMOTEKM.PKT
e **DUALPS2.PKT
= NOTE
**Does not require a Management Module restart
Click Open. The file (including the full path) appears in the box beside Browse.

To begin the update process, click Update. A progress indicator opens as the file is transferred to
temporary storage on the Management Module. A confirmation page opens when the file transfer is
completed.

Verify that the PKT file shown on the Confirm Firmware Update page is what you intend to update. If not,
click the Cancel button.

To complete the update process, click Continue. A progress indicator opens as the firmware on the
Management Module is flashed. A confirmation page opens to verify that the update was successful.

Repeat steps 6 through 11 for each packet on this diskette.

After receiving a confirmation that the update process is complete, click the option "Restart MM" and
click the Restart button. Click OK to confirm that you want to restart the Management Module.

= NOTE
Restarting the Management Module will disconnect your current session.
Click OK to close the current browser window.
To log into the Management Module again, open your browser and follow the regular login process.

= NOTE

To cancel this process at any point, click Cancel.



Restore Defaults

Management Module

Restore Defaults
This action will cause all MM settings to be set to factory defaults.

You will lose your TCP/IP connection as a result. You will need to
reconfigure the external network interface to restore connectivity.

Clearing of the MM configuration will be followsd by a restart of the MM,
Press "Restore Defaults” button if you want to proceed.

Restore Defaults

Fi

Restore Defaults

art M

Select this choice to restore the factory default configuration of the management module.

Restart MM
Management Module

5

This action will be followed by a restart of the M. All existing network
connections will be termporarily lost as a result. You will need to open a
neve browser and relogin to get back in to the user interface. Click "Restart”
if you want to continue and restart the MM,

Restart MM
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Select this choice to restart (reset) the management module or to change to the redundant management module
if one is present.

Configuring SNMP

You can query the SNMP agent to collect the sysgroup information and to send configured SNMP alerts to the
configured host names or IP addresses.

= NOTE

43

10.

If you plan to configure Simple Network Management Protocol (SNMP) traps on the management
module, you must install and compile the management information base (MIB) on your SNMP
manager, The MIB supports SNMP traps. The MIB is included in the management module firmware
update package that you downloaded from the Intel Support Web Site.

Complete the following steps to configure your SNMP:
Log in to the management module where you want to configure SNMP.

In the navigation pane, click General Settings. In the management module information page that opens,
specify the following information:

e Management module name - The name that you want to use to identify the management module. The
name will be included with e-mail and SNMP alert notifications to identify the source of the alert.

*  System contact - The name and phone number of the person to contact if there is a problem with the
SBCE unit.

*  System location - Sufficient detail to quickly locate the SBCE unit for maintenance or other purposes.
Scroll to the bottom of the page and click Save.

In the navigation pane, click Network Protocols; then, click the Simple Network Management Protocol
(SNMP) link.

Select Enabled in the SNMP agent and SNMP traps fields to forward alerts to SNMP communities on
your network. To enable the SNMP agent, the following criteria must be met:

*  System contacts must be specified on the General Settings page.

*  The system location must be specified on the General Settings page.

e At least one community name must be specified.

e At least one valid IP address or host name (if DNS is enabled) must be specified for that community.

= NOTE

Alert recipients whose notification method is SNMP will not receive alerts unless both the SNMP
agent and the SNMP traps are enabled.

Set up a community to define the administrative relationship between SNMP agents and SNMP managers.
You must define at least one community. Each community definition consists of the following parameters:

* Name
e [P address
If either of these parameters is not correct, SNMP management access is not granted.

= NOTE

If an error message window opens, make the necessary adjustments to the fields listed in the error
window. Then, scroll to the bottom of the page and click Save to save your corrected information.
You must configure at least one community to enable this SNMP agent.

In the Community Name field, enter a name or authentication string to specify the community.

In the corresponding Host Name or IP Address field, enter the host name or IP addresses of each
community manager.

If a DNS server is not available on your network, scroll to the bottom of the page and click Save.
If a DNS server is available on your network, scroll to the Domain Name System (DNS) section.



11.

12.

13.

If DNS server (or servers) is available on your network, select Enabled in the DNS field. The DNS field

specifies whether you use a DNS server on your network to translate host names into IP addresses.

If you enabled DNS, in the DNS server IP address fields, you can specify the IP addresses of up to three
DNS servers on your network, Each IP address should contain integers from O through 255, separated by
periods.

Scroll to the bottom of the page and click Save. In the navigation pane, click Restart MM to activate the

changes.

Saving the configuration file

After you have configured the management module, you can save the configuration file to a diskette or other
external media. Then, if the configuration in the management module becomes damaged or the management
module is replaced, you can restore the saved configuration file to the management module. Use the
management module Web interface to save and restore the configuration file (MM Control Configuration
File).

The IP address may also be obtained by running the Intel® Blades Discovery Console (IBDC). The IBDC
software will discover all active management modules that are on the same subnet as the client console.

Restoring a saved configuration file

If you have a saved configuration file, you can apply it to the primary or only management module.

1.

After the primary or only management module has been installed, follow the instructions in “Setting up
the remote connection” on page 46 through “Configuring the management module for remote access” on
page 47.

Follow the instructions in “Starting the management and configuration program” on page 48.

In the MM Control section in the navigation pane, click Configuration File and follow the instructions
under Restore MM Configuration to apply the saved configuration file.

= NOTE

If a second management module is installed in the SBCE unit (see ‘“Preparing for management
module redundancy” on page 8 for more information), the new configuration information will be
transferred to the secondary management module automatically.If you cannot communicate with a
replacement management module through the Web interface, the IP address might be different from
the IP address of the management module just removed. Press the IP reset button to set the
management module to the factory default IP addresses. Then, access the management module using
the factory IP address. See, “Configuring the management module for remote access,” on page 19, for
the factory IP addresses, and configure the management module or load the saved configuration file.
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A Getting help and technical assistance

This appendix contains information about where to go for additional information about Intel and Intel
products, what to do if you experience a problem with your SBCE unit and components, and whom to call for
service, if necessary.

Before you call

Before you call, make sure that you have taken these steps to try to solve the problem yourself:
Check all cables to make sure that they are connected.
Check the power switches to make sure that the system is turned on.

Use the troubleshooting information in your system documentation, and use the diagnostic tools that come
with your system.

Contact your Intel Support Representative.

You can solve many problems without outside assistance by following the troubleshooting procedures that
Intel provides in the publications that are shipped with your system and software. The information that comes
with your system also describes the diagnostic tests that you can perform. Most systems, operating systems,
and programs come with information that contains troubleshooting procedures and explanations of error
messages and error codes. If you suspect a software problem, see the information for the operating system or
program.

Using the documentation

45

Information about your SBCE unit and pre installed software, if any, is available in the documentation that
comes with your system. The documentation includes online books, README files, and help files. See the
troubleshooting information in your system documentation for instructions for using the diagnostic programs.
The troubleshooting information or the diagnostic programs might tell you that you need additional or updated
device drivers or other software.
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